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EXECUTIVE SUMMARY

Artificial intelligence (Al), particularly generative Al is rapidly transforming healthcare worldwide.
Generative Al refers to technologies that can produce new content such as text, images, or data
simulations by learning from large datasets. From diagnostics and therapeutics to education, public
health, and administration, Al offers unprecedented opportunities to improve care quality, efficiency,
and equity. At the same time, it raises profound ethical, legal, and governance challenges that must be

addressed to ensure responsible adoption.

This white paper provides a comprehensive overview of generative Al in medicine with a focus on the
Sri Lankan context. It reviews key applications while also assessing the potential challenges regulatory

framework and ethical concerns in the use of Al in medicine.

Opportunities

Generative Al can ease clinician workload through automated documentation, support diagnosis and
interpretation of medical images, improve decision-making in complex cases, and streamline hospital
administration. In public health, Al enables real-time surveillance, targeted health promotion, and better
emergency preparedness. For education and research, it provides simulation-based training,

personalized learning, and accelerates drug discovery.

Challenges
Adoption is constrained by fragmented health data, inequities in access, cybersecurity risks, limited
digital literacy among clinicians, and weak regulatory frameworks. Over-reliance on Al risks

undermining clinical skills and patient trust if safeguards are not in place.

Ethics and governance

Core principles of autonomy, beneficence, non-maleficence, and justice must guide Al use. Patients
must be informed when Al contributes to care. Validation, bias mitigation, and accountability are
essential. Transparency and equity must underpin all applications, with clinicians retaining ultimate

responsibility for care decisions.

Sri Lankan context

Al could improve access for underserved populations, strengthen prevention and early diagnosis,
optimize hospital and supply chain efficiency, and support marginalized groups facing stigma in
healthcare. However, the absence of robust regulation, limited infrastructure, and skills gaps remain

significant barriers.



Key Recommendations

Data governance and security: Establish national standards for health data collection, storage, and
interoperability. Accelerate enforcement of the Personal Data Protection Act with healthcare-specific
mechanisms. Mandate equity and bias audits in Al health applications. Strengthen cybersecurity

infrastructure and institutional practices.

Equity and access: Ensure datasets reflect Sri Lanka’s diversity by ethnicity, language, geography, and
socioeconomic background. Subsidize Al tools for under-resourced public hospitals. Support open-
source and collaborative projects to democratize access and reduce dependency on costly proprietary

systems.

Capacity building: Embed Al and digital health literacy into undergraduate, postgraduate, and CPD
curricula across health professions. Establish an Al in Medical Education Task Force to guide
curriculum development. Invest in fellowships, structured training, and partnerships with global

institutions to reduce skills gaps and mitigate brain drain.

Infrastructure and scalability: Invest in interoperable digital health systems, reliable connectivity,
and sustainable financing. Introduce regulatory sandboxes for controlled piloting and gradual scaling
of Al innovations in the state sector. Develop national strategies to ensure successful pilots translate

into system-wide adoption.

Governance and regulation: Establish a sectoral advisory committee under the Section 32 of the
Personal Data Protection Act No. 9 of 2022 to enable the Data Protection Authority in the formulation
of draft rules or guidelines for use of Al in Medicine. Provide for a regulatory scheme within the existing
medicines regulatory framework to evaluate, approve, and monitor Al tools in medicine to ensure its
safe, ethical and rational use. Adopt staged validation and continuous post-market monitoring to ensure
safety and reliability. Define clear accountability frameworks assigning responsibility to developers,

institutions, clinicians and where relevant patients or general public.

Research and innovation: Require standardised reporting of Al-assisted research, including disclosure
of tools used, level of assistance, and verification steps. Mandate external validation and reproducibility

to protect scientific integrity. Promote open science initiatives while protecting privacy and intellectual

property.

Public trust and engagement: Ensure patients are clearly informed when Al contributes to care and

strengthen consent processes. Launch national communication campaigns in multiple languages to build



public awareness that Al supports rather than replaces clinicians. Engage civil society, professional

bodies, and patient groups in governance structures to promote transparency and inclusivity.

Conclusion

Generative Al offers Sri Lanka a unique opportunity to strengthen its health system, expand access to
underserved populations, and improve efficiency in care delivery. Yet its integration must be carefully
governed, ethically anchored, and equitably implemented. With deliberate investment in governance,
infrastructure, workforce capacity, and public trust, Sri Lanka can harness Al not as a replacement for
human care, but as a powerful tool to reinforce the values of equity, resilience, and patient-centred

medicine.



PURPOSE AND SCOPE

Artificial Intelligence (AI) has evolved from being a tool for executing predefined computer programs
to systems capable of learning, adapting, and performing complex tasks once considered exclusive to
human intelligence. This transformative technology is being applied across many aspects of society,
and it is reshaping healthcare globally, offering unprecedented opportunities in clinical care, health

system efficiency, medical education, and research.

Al is transforming multiple sectors including the field of medicine, offering unprecedented
opportunities to improve patient care, optimize healthcare delivery, advance medical research, and
enhance medical education. As the national academic body for physicians in Sri Lanka, the Ceylon
College of Physicians (CCP) recognizes the need to assess the benefits, challenges, and ethical

considerations associated with integrating Al into healthcare.

This white paper aims to:

e Provide an overview of Al’s potential applications in medicine including clinical practice,
education, research and development, health systems administration and public health.

e Examine the current and future utilization of AI in the Sri Lankan healthcare system
acknowledging infrastructure limitations and unique national health priorities

o Identify ethical, legal, and societal concerns surrounding Al integration drawing on global best
practices.

e Offer recommendations for responsible adoption of Al in medicine, emphasizing ethical

governance, patient safety, and equitable access.



INTRODUCTION

Brief history, evolution and fundamentals of AI

Historically intelligence and emotions were considered attributes unique to humans and were used to
distinguish humans from machines. Early computers were able to execute actions specifically designed
and directed by humans. In recent decades, however, advances in machine learning and related fields
have enabled machines to and learn from data, process information and perform tasks which were once
considered in the domain of human intelligence (1). This capability is called artificial intelligence (Al).
Al is simulation of human intelligence by a system or a machine, which could learn, think and mimic

human behaviours, including perceiving, reasoning, and decision making (2).

The word “artificial intelligence” was first coined at the Dartmouth Summer Research Project on
Artificial Intelligence, held from 18" June through 17" August of 1956 where researchers proposed that
machines could simulate human learning and reasoning (3). Over subsequent decades, Al evolved
through phases of enthusiasm and funding ‘winters,” driven first by rule-based expert systems and later
by the rise of machine learning (ML) algorithms that learned from data instead of relying on explicit
programming (4). From the early 2000s, deep learning (DL) characterized by neural networks with
multiple layers ushered in new capabilities for interpreting complex data, notably in medical imaging,
speech recognition, and genomics (5). Concurrently, advances in natural language processing (NLP),
particularly transformer architectures, enabled language understanding and generation at scale,

foundational to today’s chatbots and clinical text tools (6).

The field has since entered a generative era driven by foundation models such as large language models
(LLMs) and large multimodal models (LMMs) that generate content across modalities including text,
images, and beyond (7). These systems are increasingly used in many fields including healthcare for
diagnostic support, documentation, and decision-making. Despite their promise, these models introduce
risks such as output hallucinations, ingrained biases, and broader system-level risks that demand robust

governance and oversight (8).

Key concepts in Al
e Machine Learning (ML)
Machine learning (ML) is a subfield of artificial intelligence (AI) that enables algorithms to
generate predictions or decisions by recognizing patterns in data (9). Unlike traditional
programming, where explicit rules are coded by humans, ML systems are trained on large datasets

and improve performance by learning from examples rather than fixed instructions. Common



approaches to ML include supervised learning, where models learn from labelled data;
unsupervised learning, where the system detects hidden structures in unlabelled data; and
reinforcement learning, where an agent learns optimal actions through trial and error, guided by
rewards or penalties (10). Popular ML methods range from regression models, decision trees, and
support vector machines to clustering algorithms. Among these, artificial neural networks, loosely
inspired by the brain’s architecture, are particularly effective at recognizing complex patterns in

large datasets. Their advanced forms are known as deep learning.

Deep Learning (DL)

Deep Learning (DL) is a subset of machine learning that uses multi-layered neural networks to
learn hierarchical patterns from data (11). By passing information through successive layers of
artificial neurons, DL models learn increasingly abstract representations. This approach enables
them to excel in data-intensive tasks such as medical imaging, speech and language processing,
and other high-dimensional problems (12). DL typically requires large datasets and significant

computing power but has achieved state-of-the-art performance in many clinical domains.

Natural Language Processing (NLP)

Natural Language Processing (NLP) is a branch of Al that enables machines to understand,
interpret, and generate human language. Modern NLP relies heavily on transformer-based models
trained on vast text and speech datasets (13). In healthcare, NLP applications include language
translation to bridge communication gaps, sentiment analysis of patient feedback and public health
data, chatbots and virtual assistants for education and triage, text summarization of clinical records
and literature, and named entity recognition to extract key information such as diagnoses or
medications from unstructured data (14). These applications help clinicians and patients navigate

complex information more efficiently.

Computer Vision (CV)

Computer Vision (CV) enables machines to interpret and analyse visual data such as images and
videos. Using convolutional neural networks (CNNs) and newer architectures like vision
transformers (ViTs), CV systems can identify patterns, segment structures, and classify images
with accuracy comparable to or exceeding human experts in some domains. In healthcare, CV
underpins many Al applications, including radiology (tumour detection in CT/MRI), pathology
(digital slide analysis), ophthalmology (automated diabetic retinopathy screening), and
dermatology (skin lesion classification). These tools demonstrate how Al can augment clinician
expertise, improve efficiency, and enhance diagnostic accuracy, while also raising challenges

related to validation, bias, and clinical integration.



Typologies in AI

Al systems can be categorized into distinct types, each with different implications for healthcare.

Narrow Al (Weak Al/Artificial Narrow Intelligence, ANI) refers to systems designed for highly
specific tasks such as tumour detection in radiology, ECG interpretation, or laboratory automation.
These applications are already widely used in healthcare, where they often perform at satisfactory levels
within their defined domain. However, their scope is limited: a model trained for radiology cannot

generalize to other tasks outside its programmed function.

General Al (Artificial General Intelligence, AGI) is a theoretical concept describing an Al system
capable of performing any intellectual task that a human can. Such systems would be able to reason,
plan, and adapt flexibly across diverse domains. While AGI has been discussed for decades in academic

and policy circles, it remains unrealized and is not currently relevant to clinical practice.

Generative AI and Foundation Models including LLMs and LMMS represent a newer and rapidly
evolving category. These systems are capable of producing novel content such as text, images, or
molecular structures based on learned patterns. LMMs, sometimes described as general-purpose
foundation models, can integrate multiple types of data and generate outputs across modalities. Their
uptake has been unprecedented, with growing applications in healthcare, including clinical

documentation, medical education, and decision support (7).

Al Integration with hardware and systems

The integration of artificial intelligence (Al) into medical hardware and clinical systems has evolved
alongside broader advances in computing. Early robotic systems provided mechanical precision but
relied heavily on direct human control. Subsequent incorporation of machine learning and sensor
feedback enabled greater accuracy in surgical robotics and reduced clinician workload. The advent of
edge computing allowed Al models to run on portable devices and wearables, extending monitoring
and diagnostics beyond clinical settings. Advances in bio-signal interfaces further demonstrated Al’s
ability to interpret physiological signals for assistive technologies. More recently, embedding Al into
CT and MRI systems has enabled real-time reconstruction and diagnostic optimisation. These
developments illustrate the progressive shift from manually operated systems to Al-augmented

platforms that expand the scope and impact of medical technology.



APPLICATIONS OF AI IN HEALTHCARE

With its ability to process enormous datasets and generate new insights, generative Al is rapidly
transforming the landscape of healthcare. From supporting clinical decision-making to enabling more
precise diagnoses and innovative treatment pathways, these technologies are beginning to demonstrate
tangible benefits in patient care. Yet, while their promise is widely recognized, the full extent of their
clinical utility and broader impact is still emerging. Understanding where and how generative Al can
be most effectively deployed remains a key challenge for healthcare systems, particularly in settings

with limited resources.

The following section reviews both established applications of Al in medicine and the growing
opportunities for its use across clinical practice, public health, medical education and training, research

and drug discovery and health systems administration.

AT IN CLINICAL PRACTICE

Generative Al is rapidly emerging as a transformative tool in clinical practice, with applications
spanning documentation, diagnostics, imaging, and decision support. By automating routine tasks,
synthesizing complex data, and offering new forms of clinical insight, these systems have the potential
to reduce clinician workload, improve accuracy, and enhance patient care. At the same time, their safe
and effective use requires careful validation, clear oversight, and integration into existing clinical

workflows.

Clinical Documentation and Administrative Tasks

One of the most immediate applications of generative Al in healthcare is alleviating the burden of
documentation. Physicians frequently report that electronic health records (EHRs) add significantly to
their workload and contribute to burnout, diverting valuable time away from direct patient care (15).
Even in settings where EHRs are not widely implemented such as many hospitals in Sri Lanka,
documentation challenges persist. Patient records are often incomplete, inaccurate, or inconsistently

maintained, posing risks to continuity of care and patient safety (16, 17).

Large language models (LLMs) are increasingly being used to automate documentation tasks such as
drafting notes, letters, and patient communications (18). They can transcribe clinician—patient
encounters and generate structured notes or referral letters. Evidence suggests these tools can improve
efficiency: for example, Al-generated clinic letters from brief prompts were coherent and complete,
while discharge summaries transformed into patient-friendly language were significantly more readable

and easier to understand (19). Real-world pilots further demonstrate promise. A 2023 quality-



improvement study which integrated a HIPAA-compliant LLM into the EHR to draft responses to
patient portal messages demonstrated that physicians reported reduced workload and emotional
exhaustion (20). Other studies of Al documentation assistants found similar benefits, with less after-
hours EHR use and greater clinician satisfaction (21). Importantly, these studies also highlighted the

continued need for physician oversight to correct omissions or inaccuracies.

Generative Al scribes are also emerging, systems that listen to patient visits and automatically produce
draft notes for physician review. Studies suggest these reduce documentation time and improve
clinician—patient interaction, though accuracy concerns remain and physicians retain ultimate
responsibility for records (22). As LLMs advance, they can be fine-tuned to institutional templates,
ensuring drafts consistently include required elements such as problem lists, medication updates, and
follow-up plans. Overall, the evidence indicates that generative Al can lessen documentation burdens,
enhance efficiency, and reduce burnout, provided outputs are carefully reviewed and adapted for safe

clinical use.

Furthermore, generative Al is increasingly being applied to streamline administrative work in
healthcare, extending beyond clinical documentation to areas such as scheduling, billing, and insurance
claims. Al-driven scheduling tools, often embedded in chatbots or voice assistants, can manage
appointments by factoring in physician availability, patient preferences, and clinical urgency (23).
Major electronic health record (EHR) vendors are also beginning to integrate these capabilities. For
instance, in 2023 Epic Systems announced a collaboration with OpenAl to embed large language
models into its platform, enabling functions such as automated chart summaries and problem-oriented
synopses to assist clinicians during handovers and care transitions (24). In the insurance domain,
generative models can review and validate claims, detect inconsistencies, and expedite approvals,
reducing delays and minimizing errors. Similarly, billing tasks can be supported by Al systems that
suggest appropriate codes and generate procedure justifications directly from clinical notes. Together,
these innovations have the potential to reduce administrative workload, free up clinical time, and

improve the overall efficiency and responsiveness of healthcare services.

Diagnosis and interpretation of medical imaging

One of the most promising applications of generative Al is in clinical decision support, where Al
systems assist with diagnosis, treatment planning, and other complex medical decisions. By analysing
and synthesising patient histories, laboratory data, imaging, and relevant literature, generative models
can draft summaries, propose differential diagnoses, or highlight research insights functioning as a

tireless virtual assistant for clinicians.



Large Language Models (LLMs) have demonstrated the ability to mimic aspects of clinical reasoning.
When prompted with case descriptions, they can suggest possible diagnoses with supporting rationale.
Studies benchmarking models such as GPT-4 show steadily improving diagnostic accuracy (25) . Small
clinical studies suggest GPT-4 can outperform traditional decision support systems in complex cases,
though risks remain, such as the generation of false details (“hallucinations™) (26). To address this,
methods like retrieval-augmented generation are being developed to ground outputs in real-world

records and published evidence.

Machine learning models have achieved strong accuracy in diagnosis in many fields of medicine such
as breast cancer detection, distinguishing Kawasaki disease in children, and predicting early progression
of psychiatric disorders from EHR data (27-29). In paediatrics, Al-driven smartphone apps have shown
potential for neonatal jaundice screening (30), while video-based models have detected autism-related

behaviours with high concordance to clinician assessments (31).

Moreover, Al has already transformed radiology and pathology through tasks such as image
classification, segmentation, and triage. Al applications in medical imaging span a wide range of
specialties, from detecting diverticulitis on CT, retinal haemorrhages in CT scans, and quantify joint
damage in rheumatoid arthritis radiographs to tools like BrainNERD are extracting structured data from
head CT reports to support large-scale analysis (32, 33). Deep learning systems have shown promise in
ophthalmology, dermatology, pathology, and radiology, uses demonstrated in diabetic retinopathy
screening, cancer detection, and ECG interpretation (34-38). In oncology, Al-derived histologic
features are being explored for improved risk stratification, and LLMs have been tested as support tools
in precision oncology, offering novel but not always reliable treatment suggestions (31). Together, these
examples highlight how Al can enhance diagnostic workflows by accelerating triage and providing

decision support.

While challenges remain, these applications illustrate the growing role of Al in moving clinical practice
toward more efficient and personalized care. The future applications of Al in medical practice are
extensive. For example, Al-guided acquisition could enable non-experts to obtain diagnostic-quality
ultrasounds (39), while echocardiographic quantification and ejection fraction assessment may be
automated (40, 41), In pathology, digital platforms could pre-screen slides and highlight suspicious

areas for review (42, 43).

Beyond diagnosis, generative models enhance image quality, reconstruct low-dose CT or accelerated
MRI scans, and create synthetic pathological or radiological images to augment training datasets. These
advances can improve diagnostic accuracy while reducing patient risk and scanning time. Generative

Al extends its capabilities with multimodal LLMs that can generate full-text radiology reports. Early

10



studies show that LLMs fine-tuned on radiology data can produce coherent draft reports, helping
standardize and speed up workflows, though radiologist oversight remains essential to prevent errors.
Al in imaging is evolving from task-specific detection toward comprehensive interpretation and
workflow support. Collectively, these tools have the potential to streamline workflows, reduce inter-
observer variability, lessen physician workload, and increase throughput in both high- and low-resource
settings. While results are encouraging, boosting sensitivity, reducing reporting times, and enabling

precision medicine, clinical validation and human oversight remain critical before routine adoption.

Clinical decision support systems

Generative Al is extending the scope of clinical decision support beyond diagnosis to treatment
planning and care management. Modern LLMs can synthesize data from guidelines, clinical trials,
biomedical literature, and factor in patient-specific factors such as comorbidities or genetics to provide
tailored treatment summaries. LL.Ms show particular promise in evaluating complex therapeutic trade-
offs, such as balancing efficacy and adverse effects in precision oncology, polypharmacy, or chronic
disease management (44). By presenting options in accessible language, they can also enhance shared

decision-making between clinicians and patients.

By integrating imaging, genomic, and clinical data, Al models can identify prognostic and predictive
markers that guide tailored therapeutic strategies. For example, deep learning applied to histopathology
has been shown to predict genetic mutations and treatment responses in cancer, supporting more
personalized care pathways (45). However, continuous benchmarking is required: in one study of 2,044
oncology-related questions, GPT-4 outperformed other LLMs but still displayed variable performance

across subdomains, underscoring the importance of validation before clinical use (46).

Beyond oncology, Al has been applied to risk prediction and early intervention. Risk prediction using
Al has been explored in multiple scenarios, including early detection of sepsis (47), targeted screening
for hepatitis C (48), and paediatric intensive care to forecast neurologic morbidity (49). Most studies
report encouraging results, highlighting the potential of these tools to support timely interventions and

improve patient outcomes.

Generative Al is also being applied in acute care settings to support triage and critical decision-making.
In emergency departments, Al-driven triage systems have been shown to improve patient risk
stratification, identify critical cases earlier, and reduce waiting times, though alignment with clinician
judgment remains essential (50). Al-assisted ECG interpretation has been shown to detect ST-elevation
myocardial infarction (STEMI) more efficiently, reducing treatment delays, and demonstrating clear

potential to improve triage and outcomes in acute coronary syndromes (51). Al has also enhanced
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trauma care training, with guidance systems improving the quality of FAST ultrasound examinations

performed by novice operators (52).

These developments highlight both the potential and limitations of Al in supporting clinical decision-
making. Generative Al—enabled clinical decision support systems hold potential to improve therapeutic
decision-making, personalize treatment strategies, and optimize resource use. Yet safe adoption
depends on rigorous validation, integration of interpretability safeguards, and ensuring that final
accountability remains with the clinician. While performance can rival clinicians in selected domains,
challenges of reliability, explainability, and accountability persist. The most realistic role for generative
Al in the near term is as a diagnostic safety net and supportive tool, expanding clinician capacity,
surfacing overlooked possibilities, and moving practice closer to true precision medicine, but always

under professional oversight.

AI IN PUBLIC HEALTH

Unlike clinical practice, which focuses on individual patient care, public health addresses health at the
population level. Its core functions include health promotion, surveillance, health protection, population
health assessment, disease and injury prevention, and emergency preparedness and response. Together,
these activities form the backbone of resilient health systems and are vital for improving population
well-being. Although the use of generative Al in public health is much less common and unexplored, it
has immense potential to strengthen each of these functions and improve the speed, reach, and

effectiveness of interventions (53).

Epidemiology and surveillance

Public health surveillance has traditionally relied on manual data collection and analysis, processes that
are time-consuming and prone to delays or errors. The integration of new data sources and Al techniques
now offers opportunities to detect emerging health threats more rapidly, generate finer-grained insights

into disease patterns, and monitor risk factors with greater precision.

Al-powered approaches can process and analyse data streams in real time, offering timely and
actionable intelligence. For example, during the COVID-19 pandemic Al tools were used to track
transmission by combining electronic health records, news reports, and social media data (54).
Syndromic surveillance platforms such as SENTINEL apply natural language processing to millions of
tweets daily, predicting outbreaks and displaying geographic and temporal patterns on interactive
dashboards (55). Similarly, Al applied to free-text death certificates has enabled earlier identification

of drug overdose deaths than traditional coding systems (56).
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In behavioural epidemiology, models can analyse data from mobile apps, wearables, and social media
to track diet, physical activity, mobility, and even sentiments or beliefs and mental health issues (57-
59). These tools also evaluate the impact of interventions and model trade-offs, linking behavioural

insights to disease prevalence for a more holistic picture of population health.

Examples of Al use in public health service provision remain limited, and most current applications are
still at the pilot or research stage. However, the above examples illustrate how AI can make
epidemiology and surveillance faster, more accurate, and more comprehensive by drawing on diverse
data sources. This enables earlier detection of threats, richer insights into risk factors, and timelier public
health responses. With careful attention to data quality, privacy, and validation, Al has the potential to
complement traditional methods and support the development of more resilient, evidence-driven

surveillance systems.

Disease Prevention & Health Promotion

Generative Al also has applications in prevention, screening, and outreach. Al can support proactive
case-finding by generating prioritized lists for screening in conditions such as hepatitis C, tuberculosis,
diabetes, and chronic kidney disease, while incorporating risk and equity considerations. During the
COVID-19 vaccination campaign, for instance, Al systems analysed demographic and geographic
information to help identify optimal locations for vaccination sites, improving access and coverage (60,
61). Therefore, such use of Al tools has increased equitable access to healthcare and resources such as

vaccination (62).

Furthermore, Al is emerging as a powerful tool for public communication. Conversational Al tools,
such as the WHO’s COVID-19 chatbot on WhatsApp, demonstrate how real-time, Al-powered
platforms can answer questions, provide guidance on prevention, and direct the public to reliable
resources (63). Evidence shows that these systems are effective in addressing misinformation and
strengthening public trust in health communication (64). Generative Al also offers opportunities to
move towards precision public health, offering a more personalized experience, ensuring that the right
intervention reaches the right population at the right time (65). For example, sentiment analysis of social
media content has been used to identify groups with mixed attitudes towards tobacco, allowing targeted
campaigns to focus on those most likely to benefit (66). Similar techniques have also been applied to

suicide prevention and mental health awareness (67).
Beyond communication, Al can analyse qualitative information, from hotline calls, community health

worker notes, or patient feedback to highlight emerging concerns and guide the design of more

responsive public health programs.
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While these applications demonstrate clear promise, their long-term impact will depend on rigorous
evaluation, responsible use of data, and integration into existing public health infrastructure. Continued
research and collaboration are needed to ensure that generative Al enhances prevention and health

promotion without introducing new risks or inequities.

Organizational Performance and Administrative Efficiency

Public health systems rely on regulations and accountability mechanisms that ensure transparency but
often create heavy clerical workloads. Generative Al can ease this burden by automating document
review, summarizing large volumes of text, and organizing data, allowing staff to focus on higher-value

tasks.

For example, instead of manually reviewing hundreds of public comments on a policy proposal, Al
tools can filter duplicates, extract key themes, and produce concise summaries for faster decision-
making. Similarly, generative Al can draft grants, reports, and policies from rough notes, and natural
language—to—code tools can simplify data analysis for both technical and non-technical staff. These
applications have the potential to improve efficiency, reduce errors, and free staff to work at the top of

their professional capacity.

MEDICAL EDUCATION AND TRAINING

Generative Al is reshaping medical education by supporting personalized learning and learning support,
simulation, continuous professional development, assessments and curriculum review (68, 69). At the
undergraduate level, introducing Al literacy early helps prepare future physicians to critically engage
with these technologies (70). Training should go beyond technical knowledge to include awareness of
ethical issues, algorithmic bias, and patient safety, while also emphasizing the enduring humanistic
values of medicine (71). Case-based learning that pairs traditional clinical reasoning with Al-assisted
outputs can strengthen reflective judgment and encourage judicious use of new tools. Al should be seen
as a companion rather than a threat, supporting knowledge application and critical reasoning (72).
Although Al systems can speed up personalized learning and feedback, they also pose risks of
disinformation if teachers and learners do not possess the needed literacy to critically assess Al-

generated content and there is overreliance without proper oversight (73).

At the postgraduate level, Al literacy must be strengthened to prepare physicians for specialty-specific
applications. Training modules can address rapidly advancing areas such as cardiology, oncology, and
infectious diseases, where Al is increasingly used for diagnostics, treatment planning, and predictive

analytics (74). Case simulations that integrate generative Al as a “collaborator” or “challenger” can
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stimulate deeper clinical reasoning and higher-order thinking, while reinforcing the principle that Al
should augment, not override clinical judgment (72). The MedBiquitous Al Advisory Committee (2023)
has already published global guidelines for competency-based Al education, which can be adapted to

the Sri Lankan postgraduate context to ensure structured and outcome-focused training.

For practicing clinicians, CPD in Al is essential, particularly for those trained before the digital era (75).
Modular programs can focus on practical applications such as Al-assisted guideline verification,
documentation, patient education, and data interpretation. Workshops should highlight both benefits
and limitations, reinforcing Al as an aid rather than a substitute for clinical expertise. Ethical priorities
including data privacy, bias mitigation, and accountability must be central (76). Accrediting Al-related
CPD and embedding it into lifelong learning frameworks can strengthen physician competence while

ensuring adoption remains ethical, inclusive, and patient-centred.

MEDICAL RESEARCH AND DRUG DISCOVERY

Artificial intelligence is reforming medical research by enabling the analysis of large, complex datasets
that surpass human capacity for integration and interpretation (77). Applications range from mining
electronic health records (EHRs) and biomedical literature to identifying novel disease associations,
stratifying patients in precision medicine, and accelerating genomic and proteomic research (78-80). In
translational research, machine learning facilitates hypothesis generation, pattern recognition, and
simulation studies, reducing the time and cost required to move from bench to bedside. Al also
contributes to streamlining grant applications by automating literature reviews, detecting research
trends, and assisting with proposal development, thereby reducing administrative burden and improving
competitiveness. In public health, Al is applied to spatial modelling, risk prediction, surveillance, and
disease forecasting, including the modelling of epidemics and pandemics (81). Al also supports real-
world evidence generation by linking diverse data sources, thereby informing clinical guidelines,

policy, and public health strategies (82).

Within medical research, drug discovery is among the most rapidly advancing areas of Al application
(83). Deep learning models have demonstrated the ability to screen millions of compounds, predict
drug-target interactions, and design novel molecules with optimized pharmacological properties (84).
In addition, synthetic datasets and simulation platforms are being developed to model biological
processes in low-resource settings, enabling researchers to explore early-stage hypotheses and drug
discovery pathways without requiring extensive laboratory infrastructure. Al also accelerates drug
repurposing by uncovering new therapeutic uses for existing medications, a particularly valuable

approach in emerging infections and rare diseases (85). Furthermore, in clinical trials, Al can enhance
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protocol design, identify eligible patient cohorts, and predict safety signals, thereby improving trial
efficiency and reducing costs. Despite this promise, challenges persist, including data quality
limitations, interpretability of complex models, integration and workforce training costs, variations in
the regulatory landscape creating difficulties, and there is a need for robust ethical and regulatory

frameworks before widespread adoption.

HEALTH SYSTEM ADMINISTRATION

Generative Al is increasingly being applied to streamline administrative processes and optimize the use
of healthcare resources. By reducing manual tasks, improving efficiency, and supporting better
decision-making, these tools can strengthen health system performance while alleviating staff burden

(86).

Workforce Management

Al systems can analyse historical staffing patterns, availability, and workload data to generate
optimized nurse and clinician schedules. This reduces conflicts, ensures adequate shift coverage, and
helps minimize fatigue and burnout. Predictive rostering can further support workforce planning, lower

overtime and improve staff retention.

Administrative Processes

Generative Al can automate repetitive but essential tasks such as patient appointment scheduling,
billing, and claims processing (87). Algorithms can forecast patient flow to allocate appointment slots
effectively, send reminders to reduce no-shows, and accelerate claims validation to reduce
administrative delays. Virtual assistants and chatbots extend these benefits by answering routine
questions on billing or paperwork, improving patient engagement and freeing staff to focus on complex

1Ssues.

Data Analysis and Reporting

Al can process large volumes of administrative and clinical data to identify inefficiencies, forecast
resource needs, and support compliance reporting. Natural language processing and large language
models (LLMs) can transform raw data or draft notes into structured reports, making information more

accessible for healthcare managers and policymakers.
Resource and Supply Chain Optimization

In supply chain management, Al-driven models have been piloted for vendor-managed inventory and

pharmaceutical logistics, showing improved forecasting of medication and blood product demand,
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reduced inventory errors, and greater procurement efficiency (88, 89). For resource optimization,
similar approaches are being applied to hospital bed management and broader resource allocation,
critical in improving access and efficiency, especially in rural and underserved areas (90, 91). These
tools improve forecasting of medication and blood product demand, reduce inventory errors, and

enhance procurement efficiency.
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HARNESSING AI FOR HEALTHCARE TRANSFORMATION IN SRI LANKA

Artificial intelligence (AI) holds significant promise for strengthening health systems in low- and
middle-income countries (LMICs), where resource constraints, shortages of specialized expertise, and
inequitable access to services remain persistent challenges (92). By leveraging software-based
solutions, Al can deliver cost-effective innovations that reduce reliance on expensive equipment and
infrastructure, while enabling earlier diagnosis, more personalized care, and improved patient
engagement (93). In particular, Al-based tools are increasingly recognized for their potential to expand
access in underserved areas, support vulnerable populations, and enhance public health preparedness
(93). Evidence from LMICs demonstrates that Al can play a transformative role in screening, treatment
planning, patient communication, epidemiological forecasting, and maternal-child health, offering
practical pathways for improving both efficiency and equity in healthcare delivery. Similarly,
generative Al has the potential to address several pressing challenges in Sri Lanka’s health system,
particularly those related to limited workforce capacity, high patient loads, and gaps service provision,

resource management and access to care.

Improving access to healthcare

Generative-Al chatbots and messaging tools can expand reach where clinicians are scarce, offering
multilingual health information, triage, reminders, and rapid answers that clinicians can later review.
Al-supported messaging programmes can be deployed to improve patient care and follow-up through
automated communication combined with human escalation, a model that has proven valuable in low-
resource settings. Beyond this, Al can help overcome infrastructure limitations by substituting costly
hardware with affordable software-based innovations (e.g., apps for vision testing or temperature
monitoring), thereby improving service access in resource-constrained LMIC environments.
Importantly, such tools can extend services to geographically isolated and rural communities, where
traditional health facilities may be limited. By reducing waiting times through automated triage and
preliminary screening, Al systems can streamline patient pathways and optimize clinic flow. Moreover,
Al-enabled telehealth and decision-support platforms can broaden access to specialist expertise
nationwide, minimizing disparities between urban tertiary hospitals and peripheral facilities. Together,
these applications highlight AI’s potential to enhance equity, efficiency, and reach in healthcare

delivery.

Enhancing disease prevention and early diagnosis

Al is increasingly being used to strengthen screening and early diagnosis pathways in LMICs. For
example, Thailand’s national diabetic retinopathy program successfully deployed deep learning systems
at primary-care sites to enable real-time image grading and referral, allowing earlier detection of vision-

threatening disease and reducing the need for scarce ophthalmology specialists (94). Generative Al
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tools also hold potential for diagnostic decision support, synthesizing multimodal inputs such as clinical

notes, imaging, and laboratory results into case summaries that can assist frontline providers.

Beyond diagnosis, Al can identify at-risk populations for targeted screening, support risk stratification
for non-communicable and infectious diseases, and enable prevention strategies. Predictive analytics
and early warning systems can model disease progression or outbreak patterns, allowing timely
interventions before conditions escalate. Importantly, in resource-limited settings, Al could reduce the
costs of screening and treatment planning for conditions requiring advanced expertise or equipment that

may be unavailable in rural hospitals making it particularly relevant for Sri Lanka’s health system.

Optimizing utilization of human and other resources

Sri Lanka faces significant constraints in healthcare resources, including a limited workforce and
infrastructure, making Al a valuable tool to optimize their use. Al can optimize healthcare system
efficiency by improving scheduling, hospital flow, and supply management. It would support
streamlining administrative processes through automation of routine documentation, correspondence,
and other repetitive tasks. These applications not only reduce the workload of the healthcare team but
also lessen the time and cognitive effort required for record-keeping and administrative. As a result,
healthcare professionals are freed to focus more on complex decision-making and direct patient care.
By alleviating administrative burdens, Al has the potential to improve clinician efficiency, satisfaction,

and the overall quality of patient interactions.

Beyond workforce efficiency, Al can optimize broader healthcare resources by predicting patient
admissions, managing bed occupancy, and reducing overcrowding. Machine learning models support
pharmaceutical supply chains through accurate demand forecasting, minimizing shortages and wastage.
Al also enhances use of infrastructure such as operating theatres, ICUs, and diagnostic equipment by
streamlining scheduling and anticipating demand. Together, these applications improve the efficient

use of staff, medicines, and facilities, strengthening system resilience and cost-effectiveness.

Addressing unmet healthcare needs of stigmatised and marginalised groups

In Sri Lanka, stigma remains a major barrier to accessing care for both mental health conditions and
stigmatized illnesses such as HIV, sexually transmitted infections (STIs), and substance use disorders
(95). National surveys indicate that more than one in ten Sri Lankans experience common mental
disorders, yet only a fraction receive appropriate care due to shortages of psychiatrists and widespread
social stigma around help-seeking (96). Similarly, marginalized groups such as men who have sex with
men (MSM) and people living with HIV face barriers to timely diagnosis and treatment because of

discrimination and confidentiality concerns (97).
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Al-powered conversational agents and chatbots offer a discreet and accessible platform for support,
allowing individuals to seek guidance without fear of judgment. Evidence from LMICs shows that such
tools can provide confidential, on-demand assistance for depression, anxiety, and stress, while also
offering psychoeducation and referral options. In the Sri Lankan context, these platforms could deliver
culturally adapted, multilingual support to individuals reluctant to seek face-to-face care, while also
extending outreach to vulnerable populations. By creating stigma-free entry points into the health
system, Al can complement human services and help narrow Sri Lanka’s treatment gap in mental health

and marginalized care.

Capacity building and medical education

Sri Lanka faces persistent shortages of specialist educators and uneven distribution of training
opportunities across medical schools and postgraduate programs. Al offers an avenue to strengthen
workforce development by providing scalable, consistent, and accessible training tools. Simulation-
based platforms powered by Al can expose undergraduates to complex clinical scenarios, improving
diagnostic reasoning and procedural confidence even in settings with limited faculty supervision (98).
Automated feedback systems can provide individualized learning support, helping students and trainees

identify knowledge gaps and track progress.

For clinicians, Al-enabled continuing professional development (CPD) modules can deliver
personalized learning pathways, adapting content to subspecialty needs and evolving clinical practice
(99). In resource-limited contexts like Sri Lanka, this could mitigate disparities in access to expert
educators, ensure more uniform training standards, and enhance lifelong learning. Such approaches
align with international evidence that Al-supported education can improve training quality while

addressing faculty shortages.
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ETHICAL CONCERNS AND PRINCIPLES

Medical practice has long been guided by the four pillars of medical ethics, autonomy, beneficence,
non-maleficence, and justice which provide the foundation for ethical decision-making and patient care
(100). These principles ensure that patients retain control over their choices, that clinicians act in their
best interests, that harm is avoided, and that care is delivered fairly and equitably across all groups.
However, the growing integration of generative Al into medicine is reshaping the context in which these
principles are applied. While Al offers opportunities to enhance efficiency, accuracy, and
personalization of care, it also introduces new ethical challenges that complicate traditional notions of

responsibility, consent, fairness, and trust.

The World Health Organization’s guidance on Ethics and Governance of Al for Health underscores that
adoption must be anchored in ethical principles and robust governance to prevent harm and inequity
(101). Six core principles are emphasized: protecting autonomy through informed consent, privacy, and
clinician control; ensuring well-being and safety via validation and monitoring; promoting transparency
and explainability; assigning clear accountability with mechanisms for oversight; fostering
inclusiveness and equity through representative data and fair access; and maintaining responsiveness
and sustainability by adapting to evolving health needs, addressing affordability, workforce impacts,

and environmental considerations.

ETHICAL CONCERNS IN USING AI IN CLINICAL PRACTICE

The integration of generative Al into clinical care brings both opportunities and ethical challenges. To

ensure safe, equitable, and responsible adoption, key areas of concern must be addressed systematically.

Autonomy and informed consent

In clinical settings, Al directly influences patient care, making ethical safeguards critical. Autonomy
and informed consent remain central: patients must be clearly informed whenever Al contributes to
diagnosis, treatment planning, or care decisions, and clinicians must retain responsibility for explaining

its role and limitations (102).

Validation and safety

As models performing well in controlled development may falter in real-world practice, a problem
known as dataset shift or model drift. Without rigorous validation, these tools may cause unintended
harm. Ethical deployment requires a staged approach: pre-deployment validation with external datasets,
pilot testing in real-world environments, and structured post-market surveillance to monitor ongoing

performance and safety.
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Bias and equity

Furthermore, generative Al systems risk perpetuating existing inequities when trained on datasets that
are non-representative or skewed toward high-resource settings (103). Generative Al systems risk
perpetuating existing inequities when trained on datasets that are non-representative or skewed toward
high-resource settings. Unequal representation by race, socioeconomic status, geography, or language
can lead to poorer performance for marginalized groups and widen disparities in care (104). Practical
strategies include active inclusion of underrepresented populations, equity audits, and continuous real-
world performance monitoring to identify and correct biases early (105). Beyond data limitations,
inequitable access to Al itself raises concerns of justice, as well-resourced hospitals may benefit
disproportionately while underfunded facilities are left behind. To address these risks, inclusive data
practices, equity audits, and real-world performance monitoring are essential. Complementary policy
measures such as subsidizing Al for resource-limited settings, open-source initiatives, and regulations
prioritizing equitable access are needed to ensure that the benefits of Al are shared fairly across

populations (106).

Accountability and professional responsibility

In clinical practice, Accountability must remain with licensed professionals and institutions. The
integration of Al into clinical workflows blurs traditional lines of accountability. Many Al systems
particularly large language models operate as “black boxes,” with decision-making processes that are
difficult to interpret. This opacity can erode both clinician confidence and patient trust. To mitigate this,
Al tools must provide transparent documentation of their intended purpose, data sources, and limitations
including mechanisms that enable users to trace and interrogate outputs. In this way, explainability and
transparency serve not only as safeguards for safety and accountability but also as prerequisites for

maintaining trust in the clinician—patient relationship.

If harm results from an Al-supported decision, responsibility must be clearly delineated. Current
literature emphasizes that ultimate responsibility should remain with licensed professionals and
institutions, supported by robust clinical governance structures. Oversight mechanisms including audits,
incident reporting, and clear escalation pathways are necessary to safeguard patient safety and maintain

public trust (107).

Human connection and empathy

Another concern is the potential erosion of the human relationship at the heart of healthcare. While Al
can process data and generate recommendations, it cannot replicate the empathy and relational nuance
that clinicians bring to patient interactions (108). Over-reliance on Al risks depersonalizing care,
particularly in sensitive contexts such as psychiatry, paediatrics, or end-of-life care. Ethical use requires

positioning Al as a complement to, rather than a substitute for, human compassion and judgment.
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ETHICAL CONCERNS IN USING AI IN PUBLIC HEALTH

In public health, Al is increasingly applied to surveillance, outbreak prediction, and behavioural
monitoring. Here, the ethical focus shifts toward equity, justice, and collective benefit vs a right to
privacy, confidentiality and autonomy of an individual. For example, Al-driven surveillance systems
can detect outbreaks in near real time but raise privacy concerns when drawing from social media or
unstructured sources. Data federation offers a partial solution by enabling collaborative analysis across
institutions without centralising sensitive datasets, thereby reducing risks of privacy breaches.
Nonetheless, even with such techniques, the core ethical challenge remains how to maximise

population-level benefit while safeguarding individual rights.

Bias is also a risk. If Al tools rely on incomplete or skewed datasets, vulnerable groups may be
overlooked in disease prevention or resource allocation. Both academic commentaries and public health
agencies emphasize the need for inclusive data practices and algorithmic transparency to mitigate these
risks (109).

Another concern is public trust and communication. Generative Al chatbots have been deployed during
pandemics to counter misinformation, but they must be accurate, culturally sensitive, and accessible in
multiple languages and literacy levels. Finally, equitable access is key: without supportive regulation
and subsidization, only wealthier systems may benefit from advanced Al for surveillance and health

promotion, worsening global health inequities.

ETHICAL CONCERNS IN USING GENERATIVE AI IN MEDICAL EDUCATION

The adoption of generative Al within medical education offers vast potential, adaptive learning, realistic
simulations, and customized instruction. However, navigating its ethical implications is essential to

ensure it enhances rather than diminishes educational integrity and quality.

Academic integrity and fairness

One of the most immediate concerns is the potential misuse of generative Al by students to complete
assignments, assessments, or even research projects without genuine engagement. Such practices risk
undermining learning outcomes and academic honesty. Integrity hinges on designing assessments that
require critical thinking and human insight, and that cannot be easily gamed by Al (110). Educators
must also be supported with training to detect and address inappropriate use, ensuring fairness across

cohorts.
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Transparency, explainability, and Al literacy

Many Al systems, particularly large language models, operate as “black boxes,” producing outputs
without clear reasoning. If students rely on these tools without understanding their limitations, there is
a risk of fostering blind dependence rather than critical appraisal. Curricula should therefore embed Al
literacy as a core competency, teaching students how algorithms function, the nature of their training
data, and the potential for errors or bias. Beyond technical understanding, students should learn to
question Al outputs, integrate them with human judgment, and reflect on their ethical implications in

practice (111).

Equity and access

Access to Al-enhanced educational tools is uneven across institutions and regions. Well-resourced
universities may adopt advanced Al platforms, while students in low-resource settings risk being left
behind. Studies from Asia and elsewhere highlight that many medical students lack formal exposure to
Al, compounding disparities in preparedness for Al-enabled practice. To mitigate this, open-access
tools, cross-institutional collaborations, and targeted digital literacy initiatives are needed to ensure
equitable learning opportunities. Policies should prioritize reducing gaps so that the benefits of Al in

education are shared fairly across all training environments.

Privacy, consent, and data use

Al systems in education often rely on sensitive data, whether patient cases used for simulation or learner
data used to tailor instruction. Ethical use requires robust safeguards, including anonymization,
encryption, and secure storage, alongside transparent governance policies (111). Students and patients
alike should be informed when their data are being used for Al-driven educational purposes and consent
should be obtained where appropriate. Protecting privacy is essential not only for legal compliance but

also for fostering trust in Al-enabled learning platforms.

Student perspectives and human-centred learning

Evidence from surveys of medical students shows cautious optimism: learners appreciate the potential
of Al to enhance education but raise concerns about accuracy, data privacy, and over-reliance (112).
These perspectives must inform curriculum design, ensuring that Al complements rather than replaces
human teaching. Human qualities such as empathy, mentorship, and professional role modelling, remain
irreplaceable. Over-reliance on Al risks depersonalizing education, just as in clinical care; thus, Al

should be framed as a supportive tool that enhances but does not supplant human interaction.
Institutional innovation and competency frameworks

Some institutions have begun integrating structured Al ethics modules into their curricula, encouraging

students to debate real-world dilemmas around privacy, bias, and professional responsibility. Scoping
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reviews suggest that Al education should be competency-based, with domains spanning foundational
understanding, applied practice, experimental innovation, and ethical reasoning. Such frameworks can
guide curriculum development across pre-clinical, clinical, and research stages, ensuring that graduates

are not only skilled in Al use but also capable of critically evaluating its risks and implications.

ETHICAL CONCERNS IN USING AI IN MEDICAL RESEARCH

Al has the potential to accelerate discovery in genomics, drug development, and clinical trials, yet its
integration into research raises critical ethical challenges that must be addressed to maintain trust and

scientific integrity.

Data governance and confidentiality

Al research relies on vast, sensitive datasets, often combining clinical, genomic, and imaging records.
Beyond standard privacy protections, research settings must anticipate risks such as re-identification of
anonymized data and unauthorized secondary use. Governance frameworks must therefore extend to
secure storage, controlled data sharing, and oversight mechanisms that ensure compliance with local

and international laws, while balancing the need for scientific collaboration.

Consent and secondary use of data

Traditional informed consent models are often inadequate for Al-driven research, where data may later
be reused in contexts unforeseen at the time of collection. Participants should be informed not only of
the immediate study objectives but also of potential downstream uses of their data in Al applications.
Mechanisms such as broad or tiered consent, alongside transparent communication about risks and

safeguards, are necessary to preserve autonomy and maintain public trust.

Reproducibility and scientific integrity

One of the central challenges in Al research is ensuring reproducibility. Opaque algorithms, poorly
documented datasets, and selective reporting undermine credibility. Ethical research practice demands
rigorous documentation of datasets, model parameters, and validation methods to enable independent
verification. Open science approaches, including data sharing where appropriate and transparent

reporting standards, are key to aligning Al research with established norms of scientific integrity.

Bias, generalizability, and equity of benefit

Al models trained on homogeneous cohorts risk generating misleading outputs that fail to generalise
across diverse populations. In medical research, this can distort clinical trial results or drug development
pipelines, ultimately disadvantaging underrepresented groups. Ethical practice requires deliberate

inclusion of diverse datasets and equity audits. Moreover, beyond data representation, fairness extends
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to equitable access to the benefits of Al-enabled research. Concentration of Al capacity in resource-rich
institutions risks widening global disparities unless mitigated by open-source initiatives, subsidized

infrastructure, or equitable research collaborations.

Regulatory gaps and adaptive oversight

Current regulatory frameworks for research were not designed for Al systems that evolve over time.
Ethical governance requires adaptive oversight that accounts for “model drift,” cross-border data
transfers, and the dual-use potential of Al systems. Ethics review boards and regulators must be
equipped with Al-specific expertise to evaluate not only technical validity but also broader societal

risks.

Sustainability and long-term monitoring

Finally, Al research does not end at model development. Continuous monitoring, post-study audits, and
adaptive governance mechanisms are necessary to ensure that systems remain valid and beneficial as
health needs, datasets, and technologies evolve. This also includes attention to the environmental impact

of computationally intensive research, which should be weighed against potential health benefits

CONCLUSION

Generative Al holds immense promise across clinical practice, public health, education, and research,
but its adoption must be guided by core ethical principles. Safeguarding autonomy, privacy,
transparency, accountability, safety, and equity remains essential to maintain trust and fairness. While
clinical care demands patient-centred responsibility, public health emphasizes balancing collective
benefit with individual rights; education requires integrity and Al literacy; and research calls for robust
governance and inclusivity. Ensuring responsible use of Al will require adaptive governance,
continuous oversight, and inclusive dialogue so that innovation strengthens, rather than undermines, the

ethical foundations of medicine.
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REGULATORY AND LEGAL FRAMEWORK FOR USE OF AI IN HEALTHCARE

GLOBAL REGULATORY LANDSCAPE FOR AI IN HEALTHCARE

Across jurisdictions, the regulation of artificial intelligence in healthcare largely falls under existing
medical device frameworks, particularly those governing Software as a Medical Device (SaMD). While
this provides an entry point for oversight, many Al applications in healthcare such as administrative
tools, wellness apps, or software providing clinical recommendations to qualified professionals often

fall outside these regulations.

Recent global discussions, including those from the Al Governance Day 2024 report by the
International Telecommunication Union, highlight that while existing medical device regulations
provide a foundation, healthcare Al governance must extend further to cover data governance,
algorithmic accountability, and oversight of computational resources (113). Regulation needs to be both
dynamic and adaptable, ensuring transparency, fairness, and sustainability as technologies evolve.
Importantly, many countries remain in the early stages of establishing Al governance, with frameworks
often driven more by industry than by comprehensive policy. For healthcare, this underscores the
importance of developing standardized benchmarks, strong international cooperation, and context-
specific adaptations, particularly to support low-and middle-income countries in adopting Al

responsibly while safeguarding patient rights and public trust.

Regulatory considerations by the World Health Organization
The World Health Organization (WHO) has outlined six key regulatory considerations for Al in health
(114).

1. Documentation and transparency: Documentation and transparency are essential, with
developers required to pre-specify and record the intended medical purpose, datasets,
parameters, metrics, and any deviations or updates to allow tracing of the development steps.
A risk-based approach should be used to determine the depth of record-keeping.

2. Risk management and Al systems development lifecycle approaches: A total product lifecycle
approach is recommended, encompassing pre-market development, post-market surveillance,
and change management, with proactive risk management addressing threats such as
algorithmic bias, underfitting, and cybersecurity vulnerabilities.

3. Intended use, and analytical and clinical validation: The intended use of Al systems must be
clearly defined, with rigorous analytical and clinical validation supported by transparent
documentation of training and external datasets.

4. Data quality: Data quality must be ensured, with mechanisms to detect and mitigate errors or

biases and the development of strong data ecosystems to facilitate access to reliable datasets.
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5. Privacy and data protection: Privacy and data protection must be integrated into system design,
with compliance programmes aligned with local laws and international best practices, covering
cybersecurity and potential harms.

6. Engagement and collaboration: Engagement and collaboration among developers, regulators,
clinicians, and patients is considered vital to streamline oversight, promote transparency, and
accelerate safe innovation. Collectively, these principles highlight WHO’s focus on a risk-

based, evidence-driven, and collaborative approach to regulating Al in health.

Regulatory frameworks in selected countries

At present, most countries adopt a hybrid model of binding regulation and soft-law guidance. The latter
includes professional guidelines, voluntary standards, and industry codes of conduct, which can adapt
quickly to technological advances but lack enforceability. This places responsibility on both developers

and users to ensure ethical, safe, and effective use of Al

In the United States, the FDA regulates AI/ML tools under its Software as a Medical Device (SaMD)
framework, with the AI/ML-based SaMD Action Plan (2021) highlighting good machine learning
practices, transparency, bias mitigation, and real-world performance monitoring, alongside draft
guidance for adaptive algorithms through a “Predetermined Change Control Plan ” (115). In the United
Kingdom, NICE’s Evidence Standards Framework (2019) provides benchmarks for digital health
evaluation, while the MHRA’s Software and Al as a Medical Device Change Programme (2021)
addresses cybersecurity, post-market monitoring, and challenges of evolving algorithms (116). In
Australia, the Therapeutic Goods Administration (TGA) revised its Medical Devices Regulation (2002)
in 2021 to classify SaMDs using a risk-based approach, excluding certain low-risk applications, while
professional bodies have issued ethical guidance for clinical use (117). The European Union, however,
has moved away from its initial soft law approach towards more stringent regulation with its Al Act
proposed in 2021, which classifies healthcare Al as “high risk” and mandates strong data governance,

transparency, and human oversight, complementing the existing EU Medical Device Regulation (118)

In Singapore, the National Al Strategy sets priorities for safe adoption, complemented by Al Verify
(2022), the world’s first governance testing framework based on 11 global ethical principles (119). In
healthcare, the Health Sciences Authority applies lifecycle-based SaMD guidelines (2022) requiring
clear purpose, safeguards, and post-market monitoring, while the Ministry of Health’s Al in Healthcare
Guidelines (2021) provide practical standards for developers and implementers. Together, these
initiatives position Singapore as a frontrunner in embedding both regulatory oversight and ethical

guidance for Al in healthcare.
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SRI LANKA’S CURRENT REGULATORY AND GOVERNANCE FRAMEWORK FOR AI IN
MEDICINE

In Sri Lanka, the regulation of artificial intelligence in healthcare is still evolving and is currently shaped
by a mix soft-law approaches, and existing statutory instruments. The Personal Data Protection Act
(PDPA, No. 9 of 2022) has been enacted but is not yet operational although the Data Protection
Authority is currently being established as the Regulator , meaning that governance presently relies on
a combination of professional guidelines, ethical oversight, and policy frameworks such as the National

Digital Health Guidelines and Standards (NDHGS) 2.0 and the National Al Strategy.

The National Digital Health Guidelines and Standards (NDHGS) mandate that digital health solutions
including Al-enabled systems must undergo independent evaluation and piloting before implementation
(120). They require comprehensive documentation, including installation and user manuals, as well as
provisions for updates and maintenance. Interoperability with the National Electronic Health Record
(EHR) is mandatory, using standardized datasets and terminologies such as SNOMED-CT, ICD, and
HL7 FHIR. Hosting of central health databases must occur within government-approved facilities, and
security audits are required to ensure data protection and system integrity. Ethical approval is also

mandatory for research use of identifiable patient data (120).

The draft National Al Strategy (2024) complements these efforts by setting a broader governance
framework for responsible Al use across sectors, including healthcare (121). It emphasizes principles
of transparency, accountability, fairness, and explainability, alongside a risk-based lifecycle approach
covering development, deployment, and post-market monitoring. It also highlights the need to improve
data quality and governance, develop national open data platforms, and promote multi-stakeholder
collaboration across government, academia, industry, and civil society. Importantly, the strategy

recognizes the importance of international cooperation and alignment with global standards.

Sri Lanka’s Personal Data Protection Act (PDPA) No. 9 of 2022 establishes the regulatory framework
governing the collection, processing, and use of personal data by Controllers defined under the Act,
with most health-related information designated as special categories of personal data (122). The Act
permits the processing of such data under defined circumstances, including for public health purposes,
the control of communicable diseases, emergency response, medical diagnosis and treatment, within
lawful basis for processing, while also enabling processing for scientific or historical research within
purpose specification criteria, provided that appropriate safeguards are in place. These safeguards
include technical and organisational measures such as encryption, pseudonymisation, anonymisation,
and access controls, designed to uphold confidentiality and integrity in order to prevent loss,

destruction, damage or unauthorized or unlawful processing of personal data and protect the rights of
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data subjects. In the context of generative Al in medicine, the PDPA implies that data-driven
applications may be lawfully pursued only where they align with processing principles such as
lawfulness, purpose specification, data minimization, accuracy, defined periods for retention, integrity

& confidentiality, transparency and accountability

Furthermore, the PDPA currently requires that personal and health data managed by public authorities
be stored and processed on servers within Sri Lanka, with cross-border transfers allowed only if these
categories are identified for transfer under ministerial adequacy decisions and regulatory oversight.
Private entities may use local cloud providers as processors or host data abroad subject to appropriate
safeguards, ensuring that privacy and data protection obligations remain enforceable under Sri Lankan
law. The PDPA amendment Bill of 2025, currently before Parliament makes significant changes to this
provision and would address challenges related to data storage and cloud hosting, providing greater
flexibility for the secure use of international platforms while maintaining robust protections for data
subjects through safeguards, such as instruments for transfer to specified by the Data Protection

Authority.

CONCLUSION

From a global perspective, Al governance is shifting from high-level ethical principles to more
enforceable frameworks, yet the landscape remains fragmented and uneven. While initiatives such as
the EU AI Act and the Council of Europe’s Framework Convention represent important steps toward
binding regulation, most countries especially in the Global South, still lack comprehensive policies. The
G20 has emphasized that Al should be harnessed “responsibly for good and for all,” with a focus on
reducing inequality and supporting the Sustainable Development Goals (123). Similarly, the
International Telecommunication Union’s, Al Governance Day 2024 report underscored the need to
avoid fragmented governance, strengthen technical standards, and ensure inclusivity, noting that 85%

of member states do not yet have Al-specific regulations (113).

For Sri Lanka, global lessons highlight the importance of adopting internationally harmonized standards
while tailoring them to local needs. This approach can help the country overcome resource constraints,
prioritize applications in healthcare, education, and public services, and ensure that governance
frameworks remain inclusive, risk-based, and adaptable. At present, Sri Lanka’s regulatory approach to
Al in medicine is guided by digital health standards. Policy frameworks that emphasize documentation,
validation, data quality, privacy, and responsible governance, with data protection laws will provide

additional safeguards. However, explicit Al-specific regulations for healthcare are still in development.
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Moving forward, it is timely for stakeholders including medical associations, professional colleges, the
Sri Lanka Medical Council, the Ministry of Health, and the digital industry to collaborate in shaping
comprehensive regulatory frameworks that balance innovation with patient safety. The publication of
this consensus document by the Ceylon College of Physicians marks an important first step and a

foundation for future action.
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AI IN HEALTHCARE: LIMITATIONS AND CHALLENGES IN THE SRI LANKAN
CONTEXT

While generative Al has immense potential to transform healthcare, its deployment is constrained by
several limitations and practical challenges. These concerns are universal, but they carry particular
weight in countries such as Sri Lanka, where regulatory structures, infrastructure, and technical capacity

remain limited.

Data dependency, quality and security

Generative Al systems depend heavily on the availability of large, representative, and high-quality
datasets. If datasets are biased, incomplete, or poorly curated, outputs will mirror these flaws, producing
skewed or unsafe recommendations. This remains a critical limitation Sri Lanka, where comprehensive,
high-quality health data are scarce and fragmented across multiple institutions. Health data are often
fragmented across institutions, poorly standardized, and incomplete. Electronic health record (EHR)
adoption is patchy, and many records still rely on paper-based documentation, reducing interoperability
and consistency. These weaknesses risk producing biased or unreliable outputs, limiting the accuracy

and safety of Al-driven recommendations.

In addition, sensitive health data are vulnerable to breaches and unauthorized access due to limited
cybersecurity infrastructure. Weak data governance frameworks and poor institutional practices further

exacerbate risks, undermining both public trust and clinical reliability.

Bias, equity, and access

Al models trained predominantly on data from high-resource countries risk producing inequitable
outcomes for underrepresented populations. Marginalized groups by geography, language, or
socioeconomic status may receive poorer care if models are not validated in diverse local contexts (124).
This inequity is compounded by disparities in access: advanced Al systems are often available only to
well-funded hospitals or private-sector institutions, leaving public hospitals at a disadvantage.
Addressing this requires inclusive data practices, equity audits, and, at the policy level, government

support to subsidize Al deployment in under-resourced settings.

Transparency, explainability, and trust
In Sri Lanka, public trust in doctors and the healthcare system remains deeply ingrained, with patients
often deferring to medical professionals in decision-making. While this trust is a strength, it can also

amplify risks if Al-generated outputs are adopted without sufficient scrutiny.
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Generative Al systems often function as “black boxes,” with decision processes that are opaque even
to clinicians (125). Without clear explainability, patients may either unquestioningly accept Al-assisted
decisions assuming that what is endorsed by a doctor or hospital is infallible or conversely, lose
confidence if errors or inconsistencies are revealed. These risks are heightened by relatively low levels
of health literacy in the population, which makes it difficult for patients to understand the role and
limitations of Al in their care. For healthcare workers, limited Al literacy and training may further
reduce their ability to critically evaluate or contextualize Al recommendations, raising the danger of
both over-reliance and misuse. Building public trust will therefore require not only transparent,
explainable Al systems but also investment in clinician training and public education to ensure that Al

strengthens rather than undermines the longstanding trust between patients and the health system (126).

Human-AI collaboration and skills gap

In Sri Lanka, one of the major barriers to responsible adoption of generative Al in healthcare is the
limited digital and IT literacy among healthcare professionals. Most doctors, nurses, and allied health
staff receive little or no formal training in digital health, data governance, or Al applications during
their professional education. As a result, many are ill-prepared to critically assess or effectively integrate
Al tools into practice. This skills gap creates a dual risk: reluctance to engage with Al due to uncertainty
and mistrust, or conversely, blind reliance without adequate oversight. Addressing this requires
structured training programmes, integration of Al and digital health into medical curricula, and
continuing professional development opportunities that build capacity in both technical understanding
and ethical use. Crucially, Al systems must be designed to complement human expertise, ensuring that

accountability, empathy, and professional judgment remain central to care delivery (127).

Deskilling and loss of clinical expertise

The increasing use of Al in healthcare raises concerns about deskilling, where clinicians may lose
critical diagnostic, reasoning, and procedural skills due to over-reliance on technology (128). This risk
is particularly relevant in training contexts, where reduced exposure to independent decision-making
could impair the development of future healthcare professionals (129). In the longer term,
overdependence on Al may undermine system resilience if clinicians are unable to function effectively
during technical failures or when Al outputs are inaccurate. To mitigate this, Al should be framed as a
supportive tool rather than a substitute, with curricula and clinical training designed to preserve core

skills while enhancing Al literacy.

Validation, safety, and reliability
Models that perform well in controlled development often falter in real-world clinical settings,
particularly where patient demographics or disease patterns differ from the training data. This dataset

shift or model drift can result in unsafe recommendations. In Sri Lanka, where formal processes for
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clinical validation of Al tools are not yet established, risks are heightened. Continuous monitoring, pilot
testing, and structured post-market surveillance are critical but remain resource-intensive and

underdeveloped.

Resource intensity and environmental burden

Developing and deploying generative Al solutions in Sri Lanka faces several systemic barriers. On the
development side, building and maintaining large-scale Al systems requires substantial computational
power, data storage, and technical expertise, resources that are scarce and expensive in the local context.
The shortage of advanced Al engineering skills, compounded by ongoing brain drain, further limits the

country’s ability to design, adapt, and sustain robust Al solutions.

Even when pilot projects are successfully launched, integrating Al into existing health systems presents
another layer of difficulty where scalability remains a critical challenge. Sri Lanka’s digital health
landscape is often siloed, with underfunded initiatives, poor interoperability between platforms, and
inconsistent adoption across facilities. Expanding Al projects beyond pilot stages demands consistent
infrastructure, reliable internet access, adequate hardware, and sustainable financing conditions not
uniformly present across the country’s health sector. The state health sector, including major institutions
and government agencies as well as rural and underserved regions, will face significant constraints in
adopting and maintaining Al systems. Without coordinated investment, interoperability standards, and
long-term strategic planning, even successful Al applications risk remaining isolated initiatives rather

than system-wide solutions.

Regulatory gaps and governance

Globally, frameworks such as the EU Al Act and FDA guidelines on Software as a Medical Device
(SaMD) are shaping oversight of Al in health. In Sri Lanka, however, regulation remains
underdeveloped. The Personal Data Protection Act (No. 9 of 2022) provides a framework for privacy
and data governance, but its enforcement has been delayed and practical mechanisms for compliance
are not yet robust. Furthermore, there is no Al-specific governance framework to address issues of
algorithmic bias, accountability, or adaptive models that evolve after deployment. Weak enforcement
of existing health technology regulations, combined with the absence of dedicated oversight bodies,
leaves significant blind spots. Without clear accountability and redress mechanisms, patients and

clinicians face uncertainty in cases of harm, limiting safe adoption of Al in healthcare

Intellectual property and ethical concerns

The question of who owns Al-generated content, whether clinical notes, research outputs, or educational
material remains unresolved. In Sri Lanka, where intellectual property protections are inconsistently
enforced, this poses additional legal uncertainty. Ethical issues, including consent for secondary use of

data and the potential commercialization of public health information, remain under-examined.
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RECOMMENDATIONS FOR RESPONSIBLE AI INTEGRATION

The CCP endorses the adoption of Al in healthcare where it is proven to be safe, ethical, and equitable,

enhances the capacity of clinicians to deliver high-quality care, and contributes to both improved patient

outcomes and a supportive working environment for healthcare professionals. Al should not be viewed

as a replacement for human knowledge, skills, or judgment, but rather as a complementary tool to

enhance efficiency and support decision-making.

1.

Strengthening data governance and security

1.1. Establish national standards for health data collection, storage, and interoperability, ensuring
datasets are representative, standardized, and curated for quality.

1.2. Accelerate implementation of the Personal Data Protection Act (No. 9 of 2022) with clear
mechanisms for enforcement in healthcare.

1.3.Mandate bias audits and transparent disclosure of mitigation strategies in all Al health
applications.

1.4.Improve cybersecurity infrastructure and institutional practices to safeguard against data
breaches, unauthorized access, and misuse of sensitive health information.

1.5.Promote federated learning and privacy-preserving techniques to enable multi-institutional

collaboration without compromising patient confidentiality.

Addressing bias, equity, and access

2.1.Require inclusive dataset design that reflects Sri Lanka’s ethnic, linguistic, socioeconomic, and
geographic diversity.

2.2.Introduce equity audits and independent bias evaluations for all Al health applications prior to
deployment.

2.3.Develop policies to subsidize Al adoption in the state sector and under-resourced hospitals,
reducing inequities between private and public healthcare.

2.4.Encourage open-source and collaborative Al projects to democratize access and reduce

dependency on proprietary tools.

Capacity building

3.1.Establish an Al in Medical Education Task Force to guide curriculum integration and
governance across institutions.

3.2.Integrate Al and digital health literacy into undergraduate, postgraduate, and CPD curricula
across all health professions, with a focus on data governance, algorithmic bias, and ethical

deployment.
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3.3.Foster interdisciplinary collaboration through structured platforms that unite clinicians,
computer scientists, ethicists, public health experts, and policymakers to co-develop Al
solutions relevant to local contexts.

3.4.Invest in workforce development by supporting specialized training, fellowships, and
partnerships with international universities and industry, reducing the current skills gap and
brain drain.

3.5.Encourage institutional readiness by strengthening hospital IT systems, ensuring
interoperability, and embedding Al champions within clinical teams.

3.6.Design Al systems to augment human expertise and preserve clinical skills, ensuring clinicians

remain accountable and resilient in decision-making.

Improving infrastructure, integration, and scalability

4.1.Invest in national digital health infrastructure, focusing on reliable internet access, interoperable
systems, and sustainable financing.

4.2. Promote regulatory sandboxes that allow controlled testing and gradual scaling of Al projects
within state health institutions.

4.3.Develop long-term strategic planning for scaling pilot projects, ensuring that successful
innovations extend beyond isolated initiatives.

4.4. Encourage partnerships with international organizations and private sector actors to strengthen

technical infrastructure while safeguarding national data sovereignty.

Ensuring safety, regulation, and governance

5.1.Develop national Al guidelines for health that align with international principles while being
adapted to Sri Lanka’s health priorities. These should emphasize transparency, documentation,
risk management, and lifecycle oversight of Al systems.

5.2.Contextualize global frameworks (such as the EU Al Act, FDA SaMD approach, and WHO
guidance) within Sri Lanka’s legal and regulatory environment, including integration with the
PDPA once enforced.

5.3.Establish a dedicated regulatory mechanism within the Ministry of Health or NMRA to
evaluate, approve, and monitor Al-enabled tools. This body should ensure compliance with
safety, validation, ethical standards, and ongoing post-market surveillance.

5.4.Ensure transparent governance in which regulatory processes should include civil society and
professional representation, with mechanisms for public oversight and accessible avenues for
redress.

5.5.Promote regulatory sandboxes to enable controlled testing and iterative refinement of Al

solutions, balancing innovation with patient protection.
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5.6. Adopt a staged validation framework which requires all Al applications to undergo analytical
testing, independent clinical validation, and structured post-deployment monitoring to ensure
safe and reliable performance. Establish systems to detect model drift, unsafe
recommendations, or declining accuracy, with clear procedures for corrective action.

5.7.Define accountability frameworks clearly assigning responsibility to developers, institutions,
and clinicians for harm caused by Al use, ensuring liability is transparent and enforceable.

5.8. Establish a monitoring and evaluation framework within the governance structure, to ensure
objective assessment of programme with measurable outcomes supported by key performance

indicators. This would enable transparent oversight and accountability.

Medical research and innovation

6.1.Require standardised reporting for Al-assisted research and conference submissions, including
disclosure of tool identity, version, prompts used (where appropriate), level of assistance,
verification steps, and impact on conclusions.

6.2. Establish institutional Al research governance committees to review high-risk projects, ensure
ethical oversight, and verify compliance with data protection and medical device regulations.

6.3. Mandate external validation on representative datasets and prospective evaluation in contexts
where patient safety could be affected, alongside post-deployment monitoring to detect
performance drift or harms.

6.4. Promote transparency of datasets, model logic, and validation methods to ensure reproducibility
and scientific integrity.

6.5. Promote openness of models, code, and evaluation reports where feasible, while balancing
intellectual property and privacy through secure sharing mechanisms such as trusted research
environments.

6.6. Prohibit use of identifiable patient data without consent and require disclosure and evaluation
of synthetic data.

6.7.Maintain human oversight for all Al-generated outputs. Require author attestation of
verification and train peer reviewers to evaluate Al-assisted methods.

6.8.Provide Al literacy training for clinicians and researchers, embed patient and public

involvement in study design, and encourage interdisciplinary collaboration.

Enhancing transparency, public trust, and patient empowerment

7.1.Clear disclosure and explainability are essential; all Al systems must document their intended
use, data sources, and limitations in a manner that is accessible to both clinicians and patients.

7.2.Strengthen informed consent protocols to explicitly note when Al is used in diagnosis or
treatment. Clinicians must ensure patients understand AI’s supportive role, its potential

benefits, and its limitations, thereby safeguarding autonomy and accountability.
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7.3.Launch national communication campaigns to educate the public on Al in healthcare,
emphasizing that Al is a supportive tool rather than a replacement for medical professionals.
Campaigns should address benefits, risks, and safeguards in multiple languages and literacy
levels to build trust.

7.4. Promote fair access to Al tools across both state and private sectors through subsidies, public—
private partnerships, and donor-supported initiatives, reducing inequities between well-
resourced and under-resourced institutions.

7.5.Engage civil society, patient advocacy groups, and community representatives in Al
governance structures, embedding transparency, inclusivity, and accountability in decision-
making. Patients should have representation in committees and co-design processes to ensure

that Al tools are developed to be user-friendly, respectful, and responsive to patient needs.
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